
PQ-Kryptographie auf dem Prüfstand
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Warum FALCON-512?

Müller, M. et al.: Retrofitting post-quantum cryptography in internet protocols: a case study of DNSSEC. SIGCOMM Comput. Comm. Rev. 50, 49–57 (2020)

▪ Bester Fit unter den Kandidaten des NIST-Wettbewerbs

▪ Sicherheitsniveau vergleichbar mit 256-bit ECDSA (stärker als RSA-2048)

https://dl.acm.org/doi/10.1145/3431832.3431838


Implementierung und Schlüsselspeicher
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Performance

pdnsutil test-algorithms
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Performance II
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https://github.com/nils-wisiol/dns-falcon/


Performance II



Paketgrößen

Kein Problem

Potentiell 
problematisch



DNS-Abfrage mit non-PQ-Resolver

dig +dnssec TXT falcon.example.pq-dnssec.dedyn.io @8.8.8.8

; <<>> DiG 9.18.1-1ubuntu1.3-Ubuntu <<>> +dnssec TXT falcon.example.pq-dnssec.dedyn.io @8.8.8.8
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36224
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 512
;; QUESTION SECTION:
;falcon.example.pq-dnssec.dedyn.io. IN TXT

;; ANSWER SECTION:
falcon.example.pq-dnssec.dedyn.io. 3600 IN TXT "FALCON DNSSEQ PoC; details: github.com/nils-wisiol/dns-falcon"
falcon.example.pq-dnssec.dedyn.io. 3600 IN RRSIG TXT 17 5 3600 20230309000000 20230216000000 11130 falcon.example.pq-
dnssec.dedyn.io. Ob7Ptq9ieDaIVVWxoVYXm7UcfEUTo1PiyPYCeGBeUKjihiZ6Ysuo1IV2 
I7nEMS/BjTT+AQ35uUhPBlGHqmVcS4oJxuIQt57Z5agk1lYIgQvED627 hjJRdt34TEoR2DElBRApT2YdCmi4kCXl3ST9UytmzlJcDH93PwZzZ5Rc 
rjU7XHXukUIxaQM0S4QYReO5CIzb7rxTuM3PCVt+3tlt+xbg02cUOviK nOxiIIGYdK91noJfGa57Z4NtDr5MRrW5pVsE9Fj9cAQdboC6yl6jKMGy 
7Zkwht2+PUZhwOPqGHZPHHa9wmuH3lBE8SI7fTRG2VhkDtyRcBCnkcd4 Z5glppDLsfCj+5j53rCIm9SFaPq9674/rsHPWej/Z9cWRabKQUDV6Zn4 
d7/yaWwMFLHMWBJyl+HRsXxY2bc95kXMMSpNshPRbtMnKXaOaaeDj43/ [...shortened...]PF4/utewJjTzUbayA1aApwqh0lFOAki8SYyEA==

;; Query time: 356 msec
;; SERVER: 8.8.8.8#53(8.8.8.8) (UDP)
;; WHEN: Fri Feb 24 11:17:22 CET 2023
;; MSG SIZE  rcvd: 859



DNS-Abfrage mit PQ-Resolver

dig +dnssec TXT falcon.example.pq-dnssec.dedyn.io @falcon.dedyn.io -p 5302

; <<>> DiG 9.18.1-1ubuntu1.3-Ubuntu <<>> +dnssec TXT falcon.example.pq-dnssec.dedyn.io @falcon.dedyn.io -p 5302
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51312
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 512
;; QUESTION SECTION:
;falcon.example.pq-dnssec.dedyn.io. IN TXT

;; ANSWER SECTION:
falcon.example.pq-dnssec.dedyn.io. 3600 IN TXT "FALCON DNSSEQ PoC; details: github.com/nils-wisiol/dns-falcon"
falcon.example.pq-dnssec.dedyn.io. 3600 IN RRSIG TXT 17 5 3600 20230309000000 20230216000000 11130 falcon.example.pq-
dnssec.dedyn.io. Ob7Ptq9ieDaIVVWxoVYXm7UcfEUTo1PiyPYCeGBeUKjihiZ6Ysuo1IV2 
I7nEMS/BjTT+AQ35uUhPBlGHqmVcS4oJxuIQt57Z5agk1lYIgQvED627 hjJRdt34TEoR2DElBRApT2YdCmi4kCXl3ST9UytmzlJcDH93PwZzZ5Rc 
rjU7XHXukUIxaQM0S4QYReO5CIzb7rxTuM3PCVt+3tlt+xbg02cUOviK nOxiIIGYdK91noJfGa57Z4NtDr5MRrW5pVsE9Fj9cAQdboC6yl6jKMGy 
7Zkwht2+PUZhwOPqGHZPHHa9wmuH3lBE8SI7fTRG2VhkDtyRcBCnkcd4 Z5glppDLsfCj+5j53rCIm9SFaPq9674/rsHPWej/Z9cWRabKQUDV6Zn4 
d7/yaWwMFLHMWBJyl+HRsXxY2bc95kXMMSpNshPRbtMnKXaOaaeDj43/ [...shortened...]PF4/utewJjTzUbayA1aApwqh0lFOAki8SYyEA==

;; Query time: 327 msec
;; SERVER: 95.217.209.184#5302(falcon.dedyn.io) (UDP)
;; WHEN: Fri Feb 24 11:22:37 CET 2023
;; MSG SIZE  rcvd: 859



Live-Demo

https://pq-dnssec.securesystems.dev/


Zusammenfassung Falcon-512
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https://pq-dnssec.securesystems.dev/
https://heise.de/-7451979
https://www.icann.org/en/system/files/files/octo-031-11feb22-en.pdf
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https://circleid.com/posts/20210122-securing-the-dns-in-a-post-quantum-world-hash-based-signatures
https://github.com/Martyrshot/OQS-Bind-testing-env



